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Safety Checking

Rigorousness

Automated
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*  Pushing acceleration pedal
increases speed

* Rotating the handle x
degree changes wheels y
degree

* Never opens the doors

while driving ‘
* etc. p

Fix this and

that ..
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Safety Checking

Rigorousness

Automated
Domain-specific <
Model-based
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Embedded Software =

- Multi-tasking

- HW-dependent
- Shared memory
- Reactive

- Periodic
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) =
Application Program

int wait_sw = OFF;

ol

(Los waitsw=ON )

TASK(tl) { // prio 1 TASK(t2) { // prio 2 [(wait Sw=cON)]
01: gctivrflteTask(tZ); 05: waJ'.t_sw = ON; C ----".--: (06 Waitkventel) )
02: if(wait_sw==ON) ({ 06: WaitEvent(el); [wait_sw==0N] !

03: SetEvent(t2, el); | 07: TerminateTask(); !
} } '
04: TerminateTask(); -
}
<Task t1> <Task t2>
wait sw=ON
Activatask(t2)
K K
- 'y /| /|
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* Application program: static dependency analysis, property-based code slicing

* Operating system: standard = functional modeling

* Operational environment - log-based program synthesis

Application
configuration
(OIL)

. e

/D

< application

©
A\

Operational
Environment

OSEK OS
kernel code
(@) B

w

Compile & link 1

g}( STAAR

ECU Software

ECU

Memory

Processor

Network

Input

Output

2022 Winter Workshop



Software Disaster Research-Center _| . : ACZERNAY A5 4H

BEZAM0 7|¢ret Os TfE2| Ho| 3l HE X343

* Common features of embedded OS

Mutex Semaphore Queue
L
= 2\
Lock | |
|* WaitQueue ReadyQueue DelayQueue Event
Allocation ﬁﬁ
* *
. * | |
Task
Resource AsynchronousEvent SynchronousEvent
- priority *
Scheduling - preemptive
* \ EventQueue
ﬁ I
[ ' * Alarm
*
FIFO RoundRobin ISR
ExtendedTask

+createTask

+delayedCreateTask

+suspendTask
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. OS model + Application abstraction : LZEEE (72]) gl HAE2E82 =<

Domain: Small-scale Embedded Software

Language: C
Assumption: operates on a standard embedded OS (OSEK/VDX, Zephyr, Erika, FreeRTOS ..)

1
1
I .
: Heterogeneous composition Concolic
1
1
° 1
' Applicatio Counter
(
' 0de ‘I mod?I example
OS Model checking analysis

OS-in-the-Loop OIL-CEGAR

ﬁ STAAR 2022 Winter Workshop
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2. Application abstraction: main control logic + operational environment

* OS-in-the-Loop verification improves verification efficiency, but it is still expensive
* We want to focus on the property of the main control logic (tasks and their interactions)

* How about library functions, user-defined functions, and platform-dependent functions?

2 AT NS BB (RFY) . i
S e Code verification
Random External Libra'\ry Appl.iFation-
value components functions specific code
L .
Platform-dependent code -{/Ianual abstraction
60((\
N\ , .
@ O OS implementation => OS model
RC

ﬁ STAAR 2022 Winter Workshop 10
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» External components : random stubs = log-based, spec-based synthesis

* Library functions: random stubs = log-based, spec-based synthesis

External
components

M7|12 0|23t 21 7|4 n ' XM

O Ol prog
Library Application-
functions specific code

2A2DEHJO Y FRAH

——

Platform-dependent code : manual abstraction = log-based synthesis

Application-specific code: code verification = log-based synthesis

Platform-dependent code

OS implementation => OS model

2022 Winter Workshop
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: 23 E=ZF 24 (context-free grammar).
MT solver) f0|°H°* T A= AMKIE AL

Syntactic constraint
S—>zxz|SxS|1|2]--

Semantic constraint
f(1)=2Af(3)=6

S =U: o o e £ 7F BEAIFHOL

Q - *EO*&QE 0|24 u=o ZARIZ 0| A 23
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cont_eXt-free grammar). O'I I:||:_'I syntactic constraint
.’: L ] olafe = U= ULXIE AL = 274 o|7|_-,
e~/ Specification SR ELES] = =sxer

Syntactic constraint ~ Synthesizer
' o
S—)$|SXS|1|2|...» |E!Program

Semantic constraint » Q??} » f(:l?) = 2%

fA)=2ANf(3)=6

SI= x74: 3tA CHAL 8t~ 7} oiEA0F] O & semantic constraint
= >
st RIE (=2]4)) = BA 472
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(set-logic LIA)
¥/ array size: 6, each value : 0~9 (synth-fun f ((x@ Int) (x1 Int) (x2 Int) (x3 Int) (x4 Int)
B . . . * (x5 Int)) Int
int §onta1nsDup11cate(1nt array){ s T € 570 250 529 £5) 20 263 9.
int values[10] = {0}; 0 (+ Start Start)

for (int i = 0; 1 < SIZE; i++) { H (- Start Start)

(ite StartBool Start Start) :; contraint list

values[array[i]]++; D) i ———
if (values[array[i]] == 2) return 1; N Cconstraint (= (f 6
true false (constraint (= (f 5
} T ) (constraint (= (f 0
% < Start Start (constraint (= (f 1
return 0’ E>= Start Star‘i):) (constraint (= (f @
(constraint (= (f 2
(and StartBool StartBool) Cconstraint (= Cf 1

(Cor StartBool StartBool)

(constraint (= (f 6 4
(not StartBool) 3> added 2022.1.25 (constraint (= (F 0 1

10 randomly generat
ED N D))
5)1)0
8)1)»
231
321
4)1))
31
4)1)
0)1
731

P W W W oo 0
(G N
[ S~

o P NWEe WO
S OO0 VW WK

(define-fun f ((x@ Int) (x1 Int) (x2 Int) (x3 Int) (x4 Int) (x5 Int)) Int (ite (= x1 Syntactic constraints (czzgl:gl‘;:e(:°2§t;°;": o
x0) 1 (ite (= x2 x@) 1 (ite (= x3 x@) 1 (ite (= x2 x1) 1 (ite (= x5 x1) 1 (ite (= x5

x2) 1 (ite (= x4 x@) 1 (ite (= x4 x2) 1 (ite (= x3 x2) 1 (ite (= x5 x@) 1 (ite (= x5 ; ;adding one constraint

x4) 1 (ite (= x4 x1) 1 (ite (= x3 x1) 1 (ite (= x4 x3) 1 (ite (= x5 x3) 1 @)D (constraint (= (f 9 1 1 5)1))
IIID))

S o 76 int DuplicateSynthesized(int* array)f _OI;I-AO-I 7E:|J_|_|. P ——
. ) ifCarray[1]==array[@]) return 1; else if(array[2]==array[@]) return 1; else if(array[ N AcoR A
time : 3.59 sec L Yy D ’ xS (constraint (= ( ) 1))
N 3]=array[0]) return 1; else if(array[2]==array[1]) return 1; else if(array[S]=array i 100% S %!‘E
[11) return 1; else if(array[5]==array[2]) return 1; else if(array[4]==array[0]) retu . . . .
rn 1; else if(array[4]==array[2]) return 1; else if(array[3]==array[2]) return 1; els = 72 |terat|0ns Semantlc conStralntS
e if(array[5]==array[0]) return 1; else if(array[5]==array[4]) return 1; else if(arra = 82 7H
y[4]==array[1]) return 1; else if(array[3]==array[1]) return 1; else if(array[4]=arr - o
ay[3]1) return 1; else if(array[5]==array[3]) return 1; else return 0; ol=g{7F A
4 Y Y H= —:|| HA —'—-9- 15
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93 average success rate:

94 average success rate:

95 average success rate:

96 average success rate:

97 average success rate:

98 average success rate:

99 average success rate:

100 average success rate:

101 average success rate:

102 average success rate:

103 average success rate:

104 average success rate:

105 average success rate:

106 average success rate:

107 average success rate:

108 average success rate:

109 average success rate:

110 average success rate:

111 average success rate:

112 average success rate: Size . 121
113 average success rate: ’
114 average success rate: tirT1(3 :
115 average success rate:

116 average success rate: 467 secC
117 average success rate:

118 @verage success rate:

// array size: 6, each value: 0-~C ynthesis process 1
int containsNearbyDuplicate(int* array){ . Start with 10 randomly

1:m‘c k = array[SIZE-1]; generated input/output
if (k = @) return 0; constraints

for (int i = 0; i < SIZE-1; i++) { hesi . |
S e o Rl Synthesize using Eusolver

int start = i - k; and measure accuracy
int end = i + k; . Goto 6 if desired accuracy is
Lf (stort < )i stdrti= 9; achieved, continue,

if (end > SIZE-2) end = SIZE-2; - _
for (int j = start; j <= end; j++) { otherwise
if (i = j) continue; . Use CBMC to generate a

if (temp == array[j]) return 1; counterexample for f(X)==
f synth(x)

Add the counterexample as
a new constraint and go to
step 2

}

return 0;

; ;adding one constraint
;3 adding this one made it take too much time -- not finished after 290 minutes

;3 Cconstraint (= (f 8 3 &

16
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// array size: 6, each value: 0~C
int containsNearbyDuplicate(int* array){ Synthesis process 2

int k = array[SIZE-1]; 1. Start with 10 randomly

if (k = @) return 0; .
for Cint i = 8 i < SIZE-1; e § generat.ed input/output
constraints

int temp = array[i];

747 average success
748 average success
749 average success
750 average success
751 average success
752 average success
753 average success
754 average success
755 average success
756 average success
757 average success
758 average success
759 average success
760 average success
761 average success
762 average success
763 average success
764 average success
765 average success
766 @verage success

int start = i - k; . Synthesize using Eusolver

int end = i + k; and measure accuracy
if (start < 0) start = 0; Go to 6 if desired accuracy is

A N sy achieved, continue
for (int j = start; j <= end; j+) { , ’

if (i == j) continue; otherwise

if (temp = array[j]) return 1; . Randomly generate 10 more
input/output constraints
Add the constraints and go
to step 2

Stop

}

return 0;

size : 76
time : 163.14 sec
Using iterative refinement is more efficient???

ﬁ STAAR 2022 Winter Workshop 17



// array size: 10, each distinct value: 0~10
int missingNumber(){
int nums[11] = {0};
for (int 1 = 0; 1 < SIZE; i+) {
nums[array[i]] = 1;
}
for (int 1 = 0; 1 <= SIZE; i++) {
if (nums[i] == @) return 1i;
}

return -1;

Iterative refinements

size : 654
time : 378.96 sec

.7 STAAR

average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average

average
@verage

A D E QO XY HPME

(set-logic LIA)

ols

(synth-fun f ((x@ Int) (x1 Int) (x2 Int) (x3 Int) (x4 Int)

success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success

average suc ..
average suc ;;
average suc
average suc
average suc
average suc
average suc
average suc
average suc
average suc
average suc )7
average success
average success
average success
average success
average success
average success
average success
average success
average success
364 average success
success
success

2022 Winter Workshop

(x5 Int)) Int

((Start Int ( x0 x1 x2 x3 x4 x5 10

(+ Start Start)
(- Start Start)
(ite StartBool Start Start)
))
(StartBool Bool (
true false
(= Start Start)
(< Start Start)
(>= Start Start)
(and StartBool StartBool)
(Cor StartBool StartBool)
(not StartBool) ;3 added 2022.1.25

Random
size : 2475
time : 1905.73 sec

18



(set-logic LIA)
L5 L
(synth-fun f ((x@ Int) (x1 Int) (x2 Int) (x3 Int) (x4 Int) (X5 Int)) Int
((Start Int ( x@ x1 x2 x3 x4 x5
-11023456789
(+ Start Start)
(- Start Start)
(ite StartBool Start Start)
D)
(StartBool Bool (
true false
(= Start Start)
(< Start Start)
1 aw e~ Start)
. 08 ool StartBool)
5y *_01 StartBool)

ool) ;3 added 2022.1.25
. 40

.68

average success
<
average success rate:

average success rate:

// array size: 10, each distinct value: 0~10
average success rate:
int mISSIngNumber'(){ 61 average success rate:
-i_nt numS[ll] = {0}. average success rate:
5 5 ; ’ : 53 average success rate:
for (int 1 = 0; 1 < SIZE; i+) {

average success rate:

nums[arr‘ay[i]] = 1; 65 average success rate:

} 66 average success rate:

average success rate:

for (lnt = @; 1<= SIZE; 'i-++) { 68 average success rate:
'I.f: (nums[-i_] = 0) return 1, average success rate:

average success rate:

J

N

average success rate:

average success rate:

o o ‘o

} average success rate:
average success rate: 67

return _1; : average success rate: 53.5I

average success rate: 53.22

average success rate:

average success rate:

o o ‘o

average success rate: 48.12) average success rate:

average success rate: 49. 66 average success rate:

average success rate: 55.08 average success rate:

o o o

yerage success rate: 55.28 average success rate:
& &

average success rate: 7L AT £ )

average success rate:

average success rate: 72.77 average success rate:

o o ‘o

average success rate: 72.50

avcragc success rate:
average success rate: 68. 45

Random
size : 536
time : 322.75 sec

avcragc success rate:

average success rate: 68. 40
< average success rate:

o o o

average success rate: 74 LA s )

average success rate:
average success rate: 71.09

Iteratlve refinements : average success rate: 68.32
5 average success rate: 67.86

SIZE . 1111 average success rate: 49.42
& time . 197.5 SeC o average success rate: 45.

average success rat 02 )¢ (SEUNeIgSlele] 19

average success rate:

average success rate:

o o ‘o

average success rate:

o

Ivcragc success rate:



// int array[6] = {0};, value: 0~9
int majorityElement(int* array){

int max =

-1, maxIndex = -1;

int values[10] = {0};

for (int i

= 0; 1 < SIZE; i++) {

values[array[i]]++;

I;

for (int i

=0; i <10; i++) {

if (max <= values[i]) {
max = values[i];
maxIndex = 1i;

}

return maxIndex;

.7 STAAR

Iterative refinements
size : 1156
time : 386.7 sec

average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average

2022 Winter Workshop

success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success

average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
average
dverage
average
average
average
average
average
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success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success
success

High accuracy
Bigger size

random
size : 1076
time : 1034.21 sec

20
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External

ol= mz a2y
Library Application- = = =
compone functions specific code ‘
nts
Platform-dependent code
OS implementation
— BYE Ry
— — o e —e —t e -t
SHHAE vs (ZE2WH SHS 0|80 Ats FHSA HIAET vs. XY FTHUAJG ZEES
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& +

Batch mode Ranking by relevance +Ranking by interaction

E? All bugs are illn:;:per:od in All bugs located in All bugs are founded 202 gnﬂg@ @fe%’p‘ﬁé{ﬁ'@pmm 23 @

led Model Checking Algorithm of STL,
ton H, STL formula ¢, time bound fyee, maximum bound N

1/ Fig. 6
1 Fig 7
AT

s up to rank 94 up to 30 iterations.
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Main control program oo
. =
main

\ 4
v

compone functions specific code
nts

Platform-dependent code

OS implementation

Main ?

control °

program o P

Synthesiz
ed env
model
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